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1.

2.

. Android FENGmBS(ERE

[#:75 ] SWRESUHFHIERAIS,
[#:75] layout X4RIAEEZ T,

Activity /19 layout ) module_activity FF3k

Fragment /] layout A module_fragment 13k

Dialog A9 layout A module_dialog 3k

include %) layout A module_include J3k

ListView f917 layout X module_list_item F3k
RecyclerView [ item layout UL module_recycle_item Jik

GridView fi47 layout X module_grid_item J-3k

[#:7F] drawable FREBRLUVNERIG+ FHIEA L HR  IRIBLOPERAREFN
FEARERY drawable BRT , BN R{FERE—E, {140 drawable-xhdpi, EEEFINIENT:

R 55 DRediid 45 PH iR _ RS IRE i

4 : module_login_btn_pressed,module_tabs_icon_home_normal
[#:7F] anim RRBATRANSERIE+ TILRISNasE |, KRBT
W SZAPR_Dr 5]

tween FIERE : RURUERANSERZR®E , W module_fade_in
module_fade_out , module_push_down_in (EIE+/5[4]) ;

frame ZHEZR : RATgELUE HR+IfgEaA+FS. 0 : module_loading_grey 001

[#:75] color BREA#AARRGGBB &=, , 5\ module_colors.xml {44 , &5
BFETCRALTRN

Wit 2 BHAFR B
-

<color name="module_btn_bg_color">#33b5e5e5</color>
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6. [#E7=F1dimen BRLVNERE+ T RIZLA A B\ module_dimens.xml {4,
AL TR

Wit s iR
-

<dimen name="module_horizontal_line_height">1dp</dimen>

7. [#E7= ] style WIRRFA/NBRE+ FI& a8 B module_styles.xml 34+ ,
KALATRIN -

AL style #FK. 4T style 2 7%
an -

<style name="ParentTheme.ThisActivityTheme">

</style>

8. [E7= Istring BEX(F e E XA RZEIFAFEESEE N module_strings.xml 34
FRBRLVNERIE NI AR S |, RELUTHN

fitsn A PR

41 : moudule_login_tips,module_homepage_notice_desc

9. [#7=] Id %iﬁﬁ)ﬂﬂtl«‘)\%lﬂ i=ap R, View BHAIRIR id FELL View H4ESEA
AISR. BREERIT

e BE
LinearLayout 11
RelativeLayout rl
ConstraintLayout cl
ListView lv
ScollView SV
TextView tv
Button btn
ImageView v
CheckBox cb
RadioButton b
EditText et
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10.

HeisESIEEER/NEFEHAT&HITE |, 50
ProgressBar X HI4E5 /9 progress_bar
DatePicker X NHI455 /9 date_picker

[#75] Ko¥ERER ( REEEET 1000 ) KOHERE REINFE—RBIE xxhdpi BR
TEE , SNESE S RATREEEIN.

WeBA :

AT IS HRERIIIEE Andoid AS MR RN SRR RIHTEE.

SRR R R RN TSNS T AT E S A R BB &
TER#AR ) E4E dpi () mdpi (%) hdpi (75 ) xhdpi (8% )\ xxhdpi (B
1875 ) Fl soohdpi (BIEHER ). it , BEERRAGERIER dawable-hdpil,

RIESIRREFERINEE , BESHELENRR , IRESOHRE RN
NEZEBR  BREMRRTIIEE KB R RIR , XAJEER OOM , FRFEER
RS | IREVEERRTERXE.

IEfI
15 144*144 BIR FAEFR PNG M/4RE drawable-xxhdpi B&
2 f1
15 144*144 BIR FBEFR PNG M/4HYE drawable-mhdpi B

TES% .

https://developer.android.com/quide/practices/screens support.html?hl=zh-cn
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=. Android EAXB4

Android EZA4H{4$5 Activity, Fragment, Service, BroadcastReceiver,

ContentProvider &5,

1. [5&%I] Activity [ARIBUEES XS TEIRELCERAR |, ER R Intent + Parcelable
KA ATLAE S EventBus &5 LIRIER TransactionToolLargeException,

2. [#7F] Activity#fonSavelnstanceState()J5iEAE Activity ZEapBHEG % |, tAFRIE
—ESEIEH. BRERXE Activity IREIMESREHRTE ULIASHY , ReeT A&
BH4ZEE | G0 Ul BN | FREIREUBINRH AR A—X. IFANWEE
NOZTE Activity#onPause()/onStop()#sL1 T,

3. [5&% )Activity [EIEIZBSTC Intent BIBkEE 1E&H Intent ZBIX/EIT resolveActivity
e, BRIAZISEEREM | 156k ActivityNotFoundException BIRE.

IEBI

public void viewUrl(String url, String mimeType) {
Intent intent = new Intent(Intent. ACTION_VIEW);
intent.setDataAndType(Uri.parse(url), mimeType);

if (getPackageManager().resolveActivity(intent, PackageManager.MATCH_DEFAULT _
ONLY) = null) {

try {
startActivity(intent);

} catch (ActivityNotFoundException e) {
if (Config.LOGD) {

Log.d(LOGTAG, "activity not found for " + mimeType + " over " + Uri.parse(url).
getScheme(), e);

}
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5450 :

Intent intent = new Intent();

intent.setAction("com.great.activity_intent.Intent_Demo1_Result3");

4. [32%]] BRI Service#onStartCommand()/onBind ()73 HRATFERIERE | QR
SCEZEK , B IntentService R AE RSN SIS,
IEH
public class MainActivity extends Activity

{
@Override
public void onCreate(Bundle savedinstanceState)
{
super.onCreate(savedinstanceState);

setContentView(R.layout.main);

public void startintentService(View source)

{
Intent intent = new Intent(this, MylntentService.class);
startService(intent);
}
}
public class MylntentService extends IntentService
{
public MylntentService()
{
super("MylntentService");
}
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@Override

protected void onHandlelntent(Intent intent)

{
synchronized (this) {
try {
} catch (Exception e) {
}
}
}
}

5. [5&] i 51 BroadcastReceiver#fonReceive()FHIATHERTHRIE AIRBEFERT T/E |
NiZEIEE IntentService 5BRY, , MAMIZIE BroadcastReceiver REliEFLRIZEM.

WA :

BFZAOEREEEERT , MRIITHENRIERSH Ul AiRim. sTLAER
IntentService . B # HandlerThread &% & & B Context#registerReceiver
(BroadcastReceiver, IntentFilter, String, Handler)/5;%55 51, , £E{tE Wroker Z52
117 onReceive /5i%, BroadcastReceiver#fonReceive()/5iAFERT RIS 10 #0¢h , 7]
BES AR R,

1Ef
IntentFilter filter = new IntentFilter();
filter.addAction(LOGIN_SUCCESS);
this.registerReceiver(mBroadcastReceiver, filter);
mBroadcastReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
Intent userHomelntent = new Intent();

userHomelntent.setClass(this, UseHomeActivity.class);
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this.startActivity(userHomelntent);

b
=45
mBroadcastReceiver = new BroadcastReceiver() {
@Override
public void onReceive(Context context, Intent intent) {
MyDatabaseHelper myDB = new MyDatabaseHelper(context);
myDB.initData();

/I have more database operation here

|3
rEs® .

https://developer.android.com/reference/android/content/BroadcastReceiver.html#
onReceive(android.content.Context, android.content.Intent)

6. [EF] WALHRI Intent T IBHBER , ERUBHEMEM T XA
BroadcastReceiver B9 App I,

WA :

181 Context#sendBroadcast()&IXHIBET) Bt A RSEEAY receiver 12 &
BN EEITZS 3B receiver AJBERIRENE! Intent IEIBHVEURER , FHFHIT
HithfEluiR(E. ANRAIXRIHENER Context#tsendOrderedBroadcast() /3 AKX
BRI 1%, MERBEHIER receiver AIREEIEERZ & , ERIRS AT |

BE M RERENEEEUE.

R BNEFR A , WEJLAER LocalBroadcastManager#sendBroadcast()sC
W, EEEURMEEINHED Intent =& RYXIEG,

IEA -
Intent intent = new Intent("my-sensitive-event");

intent.putExtra("event", "this is a test event");

-10 -
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LocalBroadcastManager.getinstance(this).sendBroadcast(intent);

=45

Intent intent = new Intent();

v1.setAction("com.sample.action.server_running");

v1.putExtra("local_ip", v0.h);

v1.putExtra("port", v0.i);

v1.putExtra("code", v0.g);

v1.putExtra("connected", v0.s);

v1.putExtra("pwd_predefined", v0.r);

if (I TextUtils.isEmpty(vO0.t)) {
v1.putExtra("connected_usr", v0.t);

}

context.sendBroadcast(v1);

P iBaTpei SR BBHYEN T receiver I SERMS SR

final class MyReceiver extends BroadcastReceiver {
public final void onReceive(Context context, Intent intent) {
if (intent != null && intent.getAction() != null) {

String s = intent.getAction();

if (s.equals("com.sample.action.server_running") {
String ip = intent.getStringExtra("local_ip");
String pwd = intent.getStringExtra("code");
String port = intent.getIntExtra("port", 8888);

boolean status = intent.getBooleanExtra("connected", false);

11 -
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VEs* .

1) https://wiki.sei.cmu.edu/confluence/display/android/DRD03-J.+Do+not+broad
cast+sensitive+information+using+an+implicit+intent

2) https://cwe.mitre.org/data/definitions/927.html

[ # % 1 ¥ 00 Fragment BY , f#f§ ff FragmentTransaction#commit() 7£
Activity#onPostResume()&#& FragmentActivity##onResumeFragments() R EF.
AEMEFEA FragmentTransactionftcommitAllowingStateLoss() X & , {1E1@
commitAllowingStateLoss()BFERWEEIT code review , HIRTCRESNM,

A ¢

Activity AT BEER AN B MR E # $5 5% , Android = #F 0 H # 5 &% 50 @ i
Activity#fonSavelnstanceState() IR & BH 2 B K & . B @ B
FragmentTransaction.commit()&4E7E Activity AR FELZS | FIeSE Activity &
2. WERSHATERRERRNERES , NTageHiE. 7 ERERFERATFHIA
%, RESHE llegalStateExceptionStateLoss F&, HEFAIMGERTE Activity Y
onPostResume() B, onResumeFragments() ( X FragmentActivity ) B # 17

FragmentTransaction.commit() , i85 EHRI7E onCreate()BH{T, AEMEEX
FragmentTransaction commitAllowingStateLoss() 8¢ & B & # F try-catch B %

crash , XARRBANRAERZE , ZENAFFIA Activity 578, IREIRSHT ,
AR commit REASIER ST A aiX A,

IEHI
public class MainActivity extends FragmentActivity {
FragmentManager fragmentManager;
@0Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity_main2);
fragmentManager = getSupportFragmentManager();
FragmentTransaction ft = fragmentManager.beginTransaction();
MyFragment fragment = new MyFragment();

ft.replace(R.id.fragment_container, fragment);

-12-
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ft.commit();

}
5450 :

public class MainActivity extends FragmentActivity {

FragmentManager fragmentManager;

@0Override

public void onSavelnstanceState(Bundle outState, PersistableBundle outPersistentState) {
super.onSavelnstanceState(outState, outPersistentState);
fragmentManager = getSupportFragmentManager();
FragmentTransaction ft = fragmentManager.beginTransaction();
MyFragment fragment = new MyFragment();
ft.replace(R.id.fragment_container, fragment);

ft.commit();

}
TRZ% .

1) https://www.androiddesignpatterns.com/2013/08/fragment-transaction-commi
t-state-loss.html

2) https://developer.android.com/reference/android/app/FragmentTransaction.ht

ml#commit())

[#:77] ANEFE Activity#onDestroy()RHATREIEIRAILTIE , Hlan—LTIEZER
HEFELE , BB onDestroy() TR oI BBk M. AIRIBLMAFZE &
Activity#fonPause()/onStop()H45 & isFinishing ) HIFIRTSEHRIT,

[#:75] a03RAN | EERERIERERT Fragment,

A8

#%E Fragment 27 Android APl 17 i7I0&) SDK LA Support FEERRAJINEE ,
Fragment BREFHSBE L , 54 bug , LERENRIREBW TR

- 13-
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1) onActivityResult()757 RIS ERSEEL ,WERAY Fragment RTREWIAZZ75iA=RYE]E |
EEMFEF Fragment FHTEERLME ;

2) SETERER

3) #URIEAY setRetaininstance() , S Fragment EEZIXAIAAVERNE
18,

HEL/REA SRR ETHER SR EFHRE Fragment , SIABEFINATERE CIRIRJER,

IEf -

FragmentManager fragmentManager = getFragmentManager();

Fragment fragment = fragmentManager.findFragmentByTag(FragmentB.TAG);

if (null == fragment) {
FragmentB fragmentB = new FragmentB();

FragmentTransaction fragmentTransaction = fragmentManager.beginTransaction();

fragmentTransaction.add(R.id.fragment_container, fragmentB,
FragmentB.TAG).commit();

}
45

Fragment videoFragment = new VideoPlayerFragment();

FragmentTransaction transaction =
currentFragment.getChildFragmentManager().beginTransaction();

transaction.add(R.id.video_fragment, videoFragment).commit();

VEs% .

1) https://inthecheesefactory.com/blog/onactivityresult-nested-fragment-support-
library-v23.2/en

2) http://blog.csdn.net/megatronkings/article/details/51417510

10.[#E=Z |R2FERER Intent BENEkESPE Service BAE ARG Intent Filter ,
RIENBANZEM. NRBSCEEERSINER |, MBS Service £244 Intent Filter
FM Intent cPHEBSHEMNAVEMHBTR |, (BXUEENER Intent#setPackage() /5518 B
Intent BHEEE R | XHEEATLIZED B ERIRSHIAFELE.

- 14 -
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11. [#E7Z] Service BELUSZLIZFRFARIIEZNNGNER , BINEMA IntentService |,
AERRIERIIRE,
WihA
Service BIH—MRIZITELIE | NIERAERHRE | MNRBFERIEROZTE Worker
ZFEMIT. AILAMERA IntentService HIIT/RE1ES.
1Ef
public class SinglelntentService extends IntentService {
public SinglelntentService() {
super("single-service thread");
}
@0Override
protected void onHandlelntent(Intent intent) {

try {

} catch (InterruptedException e) {

e.printStackTrace();

}
}

45

public class HelloService extends Service {

@Override

public int onStartCommand(Intent intent, int flags, int startld) {
Toast.makeText(this, "service starting", Toast. LENGTH_SHORT).show();
new Thread(new Runnable() {

@0Override

-15-
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public void run() {
IHEAETR )

})-start();

}
VEsx .
https://developer.android.com/training/run-background-service/index.html

12. [#7=] WFRAFMARB 1 , (L556EA LocalBroadcastManager kit T f
FI&IX , LocalBroadcastManager £ 4 &1F , FEIHEESHNIEITIHE.

B8 :

XJF{sER Context#sendBroadcast()F 5 iAKIEE B AU B TR, R%
ENFRTRAA , WATLAER LocalBroadcastManager g ta ] #&tHRLAR |7
EESZLAE , BiIE R BT BHES.
IEHI
public class MainActivity extends ActionBarActivity {
private MyReceiver receiver;
private IntentFilter filter;
private Context context;
private static final String MY_BROADCAST_TAG = "com.example.localbroadcast";
@0Override
protected void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.activity_main);
receiver = new MyReceiver();
filter = new IntentFilter();
filter.addAction(MY_BROADCAST_TAG);

- 16 -
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Button button = (Button) findViewByld(R.id.button);
button.setOnClickListener(new View.OnClickListener() {
@0Override
public void onClick(View view) {
Intent intent = new Intent();
intent.setAction(MY_BROADCAST_TAG);

LocalBroadcastManager.getinstance(context).sendBroadcast(intent);

@0Override
protected void onResume() {
super.onResume();
LocalBroadcastManager.getinstance(context).registerReceiver(receiver, filter);
}
@0Override
protected void onPause() {
super.onPause();
LocalBroadcastManager.getinstance(context).unregisterReceiver(receiver);
}
class MyReceiver extends BroadcastReceiver {
@Override
public void onReceive(Context arg0, Intent arg1) {

/l message received

45 -

-17 -
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e EEMERER &

//In activity, sending broadcast
Intent intent = new Intent("com.example.broadcastreceiver. SOME_ACTION");
sendBroadcast(intent);

13.[H#E7Z 12481 Activity BY onPause iR TE RG4S 1T F— Activity B onCreate

73i% , BTLATE onPause 75iZ-R RNEGHFRTRIKAIT(F , XS nERE Z EAIH
IS E

14. [38%]] A<ELE Android A9 Application XS HhEFEE, AN ZENEIELS
151 Intent ZEALH , BAT{#FE SharedPreferences FEEURFAMMLF.

=45

class MyApplication extends Application {
String username;
String getUsername() {
return username;
}
void setUsername(String username) {

this.username = username;

}

class SetUsernameActivity extends Activity {
void onCreate(Bundle savedinstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.set_username);
MyApplication app = (MyApplication) getApplication();
app.setUsername("tester1");

startActivity(new Intent(this, GetUsernameActivity.class));

- 18-
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class GetUsernameActivity extends Activity {

TextView tv;

void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.get_username);
tv = (TextView)findViewByld(R.id.username);

}

void onResume() {
super.onResume();
MyApplication app = (MyApplication) getApplication();

tv.setText("Welcome back ! " + app.getUsername().toUpperCase());

}

15. [¥#E7%] {#F Toast BY , FINEX—1M2FEM Toast W , XA LUBAIELEE/R
Toast BRI AEEEGE_E—IR Toast IBEMIERANRIFEEESEE Toast AYIER | ER
{85F3 Toast.makeText),

16. [527F)] 5F Adapter RIBHE , WNSRIR(ERA T ViewHolder EE7F , #£ getView()HI
T3EFTIIXIN convertView BN AR EERERERBM(ELINEA TextView
IRERNNATTREA null, EMNZHANEREER , BRHNERERERS) , 8%
EHEBIRER M (Textview FINAATHEEIRE setText("™) , SREHLEE
RE) , BUEBIRITRES , EJ9 adapter item ERNRE , HIREHIERE
Al
1Ef
@Override
public View getView(int position, View convertView, ViewGroup parent) {

ViewHolder myViews;
if (convertView == null) {
myViews = new ViewHolder();

convertView = minflater.inflate(R.layout.list_item, null);

-19-
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myViews.mUsername = (TextView)convertView.findViewByld(R.id.username);
convertView.setTag(myViews);
}else {
myViews = (ViewHolder)convertView.getTag();
}
Info p = infoList.get(position);
String dn = p.getDisplayName;
myViews.mUsername.setText(StringUtils.isEmpty(dn) ? " : dn);
return convertView;
}
static class ViewHolder {

private TextView mUsername;

}

17.[ 525 JActivity B¢ Fragment ziZ5EHf BroadCastReceiver B registerReceiver()
#0 unregisterReceiver() &3S HIL,
1he

UNER registerReceiver()f] unregisterReceiver()A~pxSHI , M e]seSE S LAY
receiver ;iRBESERIINHIER SBRNF R SARF=E JIE SystemService
D:I\?Eo

ERDHENRINBELRRTS receiver HTHIFERE . BNNALEMIZ receiver SAE
EERIHRE | NFAEREER.

1Ef

public class MainActivity extends AppCompatActivity {

private static MyReceiver myReceiver = new MyReceiver();

@0Override
protected void onResume() {

super.onResume();

-20 -
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IntentFilter filter = new IntentFilter("com.example.myservice");
registerReceiver(myReceiver, filter);

}

@0Override

protected void onPause() {
super.onPause();

unregisterReceiver(myReceiver);

}
=51
public class MainActivity extends AppCompatActivity {
private static MyReceiver myReceiver;
@Override
protected void onResume() {
super.onResume();
myReceiver = new MyReceiver();
IntentFilter filter = new IntentFilter("com.example.myservice");
registerReceiver(myReceiver, filter);
}
@Override
protected void onDestroy() {
super.onDestroy();

unregisterReceiver(myReceiver);

}

Activity BILESEIRAARIIRL , ETREHINZEIR onResume E; receiver iS4 |, {8
BAREE— , HA receiver FFERTER.

21 -
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b, Ul 5mBE

1.

[3&H] B AEAER ViewGroup ZEHRER , AZ(FH LinearLayout #RE ,
%M RelativeLayout , BJLAE IR (EERESL.

B :

Android pFTRE_E{Ha— View EFEELIL measure, layout, draw =NEE
AR IERBRTESL. M xml layout BITRERT mAFFIREAT measure , BN FHRE =
ZERECHRXTREHECHRIRRERRIIUE SRR I SEH
measure ( FILLAJBESEL measure RYBTIEIBFEAIRER 2-3 (& ), PRATCAEH
iR, ERRHRRY measure % |, ITEMSHEEZN, XMERT AR View £5145
SMEBEE LT,

A , TUEHH _ERY View #k2Z |, measure, layout, draw FT{EZERIBTEIFEAA . Z48
SIXNE] | KEERREF View BINFEENRERY  MEEBRITEAEZERM
View, IEEERT , 3tHY measure |, layout , draw BYBIRIZ#ARIFAIFEHITE 16ms
AR, LURIEBa1ERAT Ul B9,

ERFFRLEZ R View ( IEITERIERAY view ), AT Android Studio Monitor
EBRY Hierarachy Viewer TH , aJ{l{LEVEEFTIERY view,

IEA

<?xml version="1.0" encoding="utf-8"?>

<android.support.constraint.ConstraintLayout>
<RelativeLayout>

<TextView/>

<lmageView/>
</RelativeLayout>

</android.support.constraint. ConstraintLayout>

=5
<?xml version="1.0" encoding="utf-8"?>

-22-
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<LinearLayout>
<LinearLayout>
<RelativeLayout>

<TextView/>

<lmageView/>
</RelativeLayout>
</LinearLayout>

</LinearLayout>
ZEHRESH measure LIK layout FELBAERNITZ,

rEs® .

1) https://developer.android.com/studio/profile/hierarchy-viewer.html

2) http://mrpeak.cn/android/2016/01/11/android-performance-ui

3) https://www.safaribooksonline.com/library/view/high-performance-android/97
81491913994/ch04.html#figure-story tree

(#7371 1E Activity FREE7RISTEEEHLFERT , RE(ER DialogFragment , fi3F
Dialog/AlertDialog IX#E{ETFE Activity & ap A RIS EE A8 HZ B4 EEE.

IEfI
public void showPromptDialog(String text){
DialogFragment promptDialog = new DialogFragment() {
@0Override

public View onCreateView(LayoutInflater inflater, ViewGroup container, Bundle
savedInstanceState) {

getDialog().requestWindowFeature(Window.FEATURE_NO_TITLE);
View view = inflater.inflate(R.layout.fragment_prompt, container);

return view;

}
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R

Ul 55

promptDialog.show(getFragmentManager(), text);

(77 ] RS —x A UTF-8 ROV THRAS.
(520 ] ZELEFESR ui 22T view FEKER(E.

(7] XAK/IMEREAL dp |, view K/IMEFIERI dp, XFTF Textview , ANEREX
FAREENE R TSR wrap_content Bl KN FERASHIER D

o,

[52%F]] ZIEERIHIBISIRIRESF view 1R view FJ9EIRAY
Bidl | EERAFER R BT TR,

1E5 :

<?xml version="1.0" encoding="utf-8"?>

db
=]

<LinearLayout xmins:android="http://schemas.android.com/apk/res/android"

android:layout_width="fill_parent"
android:layout_height="fill_parent"
android:orientation="vertical" >
<TextView
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="@string/hello" />
<Button
android:layout_width="fill_parent"
android:layout_height="wrap_content"
android:text="click it "
android:id="@+id/btn_mybuttom" />
<ImageView
android:id="@+id/img"
android:layout_width="fill_parent"

android:layout_height="wrap_content"

-24 -
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android:visibility="gone"

android:src="@drawable/youtube" />
<TextView

android:text="it is an example!"

android:layout_width="fill_parent"

android:layout_height="wrap_content" />

</LinearLayout>

=451

@Override

protected void onDraw(Canvas canvas) {
super.onDraw(canvas);
int width = getWidth();
int height = getHeight();
mPaint.setColor(Color.GRAY);
canvas.drawRect(0, 0, width, height, mPaint);
mPaint.setColor(Color.CYAN);
canvas.drawRect(0, height/4, width, height, mPaint);
mPaint.setColor(Color. DKGRAY);
canvas.drawRect(0, height/3, width, height, mPaint);
mPaint.setColor(Color.LTGRAY);

canvas.drawRect(0, height/2, width, height, mPaint);

7. [#EF)] RIEERHRE | #HEF Merge. ViewStub RIEHAE , REJgEZHIR> Ul
WmBES , #TF(EH FramelLayout , LinearLayout, RelativeLayout /X2,

8. [#7=] EEENRIRFF—XIEHABEMERT , BB LA T A NEESS | A2/ layout
R

1) REEER view K/NEE , MNERHRTAES |
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10.

2) VA view BY layout HTUEMNE |, AE=EEZE

3) @BIFEK canvas N EFHIEA invalidate(int |, int t, int r, int b)Z A RERIFT
X ;
4) BHIRE—NEABIF requestLayout T E  RFESEAHY requestlayout,

onSizeChanged 7% , #IMIIEHHN XN IEHXTHEBERT , HFENAN
requestLayout FIRTE , BEREITMAVIR super BY requestLayout 75;%.

[#E7F] ABEFE Activity ;2 B52 BRI 27~ PopupWindow [ Dialog.

[#75)] REAE[ER AnimationDrawable , BIEVIEHEIIHRRUEFTEE FInE
FANEF , FRERTF  HFEEASEREN , BB NRENBEXINEN SRS,
A ¢

Android BIEIERTLA#ER AnimationDrawable SCHL , {B240R{RAUIIENEI IR
BagZmER , —XRMEIEFFEME SRR FEEESFHEKmRTIAZLE OOM
SE. M EFERNE FEIERERTEE HERIUIRAR 5 HE O0M,

1E5 :

B R #ER/PH AnimationDrawable iR ERT LA,
<?xml version="1.0" encoding="utf-8"?>

<animation-list xmlIns:android="http://schemas.android.com/apk/res/android" android:oneshot
="true">

<item android:duration="500" android:drawable="@drawable/ic_heart_100"/>
<item android:duration="500" android:drawable="@drawable/ic_heart 75"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_50"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_25"/>
<item android:duration="500" android:drawable="@drawable/ic_heart_0"/>

</animation-list>

45

<animation-list xmlIns:android="http://schemas.android.com/apk/res/android" android:oneshot
="false">

- 26 -
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<item android:drawable="@drawable/soundwave_new_1_00040" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00041" android:duration="100" />
<item android:drawable="@drawable/soundwave new_1 00042" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 00043" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 00044" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1 00045" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00046" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00047" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00048" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00049" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00050" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00051" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00052" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00053" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1_00054" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1_00055" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00056" android:duration="100" />
<item android:drawable="@drawable/soundwave _new_1_00057" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00058" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00059" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00060" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00061" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00062" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00063" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00064" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00065" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00066" android:duration="100" />

<item android:drawable="@drawable/soundwave_new_1_00067" android:duration="100" />
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<item android:drawable="@drawable/soundwave_new_1_00068" android:duration="100" />
<item android:drawable="@drawable/soundwave_new_1_00069" android:duration="100" />
</animation-list>
iRanitcZ E R a9 EFAE I #EF AnimationDrawable 7,
TERE% :
1) https://stackoverflow.com/questions/8692328/causing-outofmemoryerror-in-fr
ame-by-frame-animation-in-android
2) http://blog.csdn.net/wanmeilang123/article/details/53929484
3) https://segmentfault.com/a/1190000005987659
4) https://developer.android.com/reference/android/graphics/drawable/Animatio
nDrawable.html
11. [5&8%]) ABefER ScrollView &2 ListView/GridView/ExpandableListView;X /91X

B ListView BFTE Item EBIIEEINEY , EEFEEXNAE cpu EZLFHIE
H.

15488

ScrollView R E List 8 RecyclerView BIiEE S IBAZELL, BT A RIDEFIEE
BRI AR E AR |, XM EXT Rt B KIRFE. ListView & Ul BEEEE
EERMINEE | HISBYVERESRE—E ScrollView, BREIATRIFH Ul (A5 , ENL
Jf Material Design B9i&1t , #EF{EMH NestedScrollView,

IEHI
<?xml version="1.0" encoding="utf-8"?>
<LinearLayout>
<android.support.v4.widget.NestedScrollView>
<LinearLayout>

<ImageView/>

<android.support.v7.widget.RecyclerView/>
</LinearLayout>
</android.support.v4.widget.NestedScrollView>
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</LinearLayout>

=45
<ScrollView>
<LinearLayout>

<TextView/>

<ListView/>
<TextView />
</LinearLayout>

</ScrollView>
TEs*®
1)

https://developer.android.com/reference/android/widget/ScrollView.html

2)

https://developer.android.com/reference/android/support/v4/widget/NestedSc

rollView.html
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h. #E. LESHEBE

f. HiE. SESERBERE

1. [3&H]] AEj@id Intent £ Android ERHEZBHE 2 [EEEAEUE ( binder transaction
&7 /9 1MB ), FJEESEL OOM,

2. [58H] 7£ Application ROV SSHIRMLAIBIINIZHIET | FRRREE CRERIHE
sk, FRREEHBER DAV ERN SR,
1
public class MyApplication extends Application {
@Override

public void onCreate() {

e A R Rl iRk

IMAE R R ER 1L

if (mainProcess) {

}
IR G RERR R RItR 1L

if (bgProcess) {

}

3. [3&8%] FriBLAERT , MBI LR HERMt ( AsyncTask (& ThreadPoolExecutor
HEHMEXBEXNERED ), ARFEMNAFETEXREE.

A8

(ERZAERITF BT CIEFIHEREAE ERT RS ELUR RGTRTRAOFTHE | 2
RBIFAEBRE, INRAERLAED , BUBERRFCIEAERKLEMNSH

-30-



FTEEEE Android FFAFAR

HFEENEEE TR IR, BIMCIEERLIENMET RERIRIRERDHT |,
SHERED T FRIE AT,

IEHI

int NUMBER_OF _CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit. SECONDS;
BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();
ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF _CORES,
NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT, taskQueue,
new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());

IHRATAE S5

executorService.execute(new Runnnable() {

b;

2451

new Thread(new Runnable() {
@Override

public void run() {
AR )

}
})-start();

VEs% .

https://blog.mindorks.com/threadpoolexecutor-in-android-89d22330ee3

. [38F] EEBATITER Executors ERIEE |, MEEid ThreadPoolExecutor 875
= XERME S LS RIZ ENNBERAFE AN TN MR REROXE.

1Ag
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h. #E. LESHEBE

o

Executors IRBIFVZAZHBITSRAVERINT
1) FixedThreadPool #1 SingleThreadPool : 7 iF B & 3k BA %l & B K
Integer.MAX_VALUE , RIEESHRIKERNEK , NS OOM ;

2) CachedThreadPool #1 ScheduledThreadPool : B IFRICIE EXIZHE S
Integer. MAX_VALUE , FIRE B KERIZFE , NTISEL OOM,

IEHI

int NUMBER_OF _CORES = Runtime.getRuntime().availableProcessors();

int KEEP_ALIVE_TIME = 1;

TimeUnit KEEP_ALIVE_TIME_UNIT = TimeUnit. SECONDS;

BlockingQueue<Runnable> taskQueue = new LinkedBlockingQueue<Runnable>();

ExecutorService executorService = new ThreadPoolExecutor(NUMBER_OF _CORES,

NUMBER_OF_CORES*2, KEEP_ALIVE_TIME, KEEP_ALIVE_TIME_UNIT,

taskQueue, new BackgroundThreadFactory(), new DefaultRejectedExecutionHandler());
=51
ExecutorService cachedThreadPool = Executors.newCachedThreadPool();

TEs% .

http://dev.bizo.com/2014/06/cached-thread-pool-considered-harmliful.html

(52%]] FEAZPAREEFHRE , EFFELMELLAZPIHIT | WRIRIERLEE
EEAEFERA,

(5261 AZAEIE Ul SR HlIaME ViewStub , ZUSIR(E] null,

[#:75 ] RERDARE APP Z[ERHIZEEE R AL TA. AESHOARARR |
FMAFIRE.,

(75 ] FrEREFERT , BN BEIREIE S SRARERR |, BT IEeU LR EE.
1EMA

public class MyThread extends Thread {

public MyThread(){
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super.setName("ThreadName"); ... }

}

9. [#£7=] ThreadPoolExecutor ZELFEF EAT[E](setKeepAliveTime) , FR=SIHAY

10. [#E7=F] BIEEZHBEZE A SharedPreferences £ Z#(#E , AT LA
(MODE_MULTI_PROCESS) , (BB B,

11. [#:75 ] 1Z1RERA Android ZHIE | ZHEEREESBFEEHENANEFED B
BEZN T E)RR -

1) FRELBIZEIBLHFTA Activity RITIEE ;

2) BEREANFESHENRENSEERIS (YRR, BF/E , 28
PR R BRI Activity RIERBX ) ;

3) MFRRZHERS , Application SEFMEZIR | BEE RS MERECHTEERMN
BHERBW

4) ZHFRENEIY SharedPreferences R EUERTATRTE,
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7N XEESEUERE

1. [58F]] HUHEARERRESGRE | 1B{FH Android &R API ij(E],

AR -

Android [ FERMLAEBFISNERTRNE | 93BT RN A B SRR N A= £RIF
F#EE. sTLABEHEX AP ZEOSRBNSNABR | I T3HHEE,
android.os.Environment#getExternalStorageDirectory()
android.os.Environment#getExternalStoragePublicDirectory()
android.content.Context#getFilesDir()

android.content.Context#getCacheDir

IEfI
public File getDir(String alName) {
File file = new File(Environment.getExternalStoragePublicDirectory(
Environment.DIRECTORY_PICTURES), alName);
if (file.mkdirs()) {
Log.e(LOG_TAG, "Directory not created");

}

return file;

}
=45

public File getDir(String alName) {
I AEAT AR AN ZERE A SO R A, XA R by, ik app B4 5 B e ) At
File file = new File("/mnt/sdcard/Download/Album", alName);
if (file.mkdirs()) {
Log.e(LOG_TAG, "Directory not created");

}

return file;
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}
rEs® .

1) https://developer.android.com/training/data-storage/files.html

2) https://developer.android.com/reference/android/os/Environment.html#getExt
ernalStorageDirectory()

2. [532#]] SEERINBEER , RIeEIMNIFERTT RE.

1Ef
Il IS KAy
public boolean isExternalStorageWritable() {
String state = Environment.getExternalStorageState();
if (Environment.MEDIA_MOUNTED.equals(state)) {
return true;

}

return false;

}
/ANEE SE L

kP>

public boolean isExternalStorageReadable() {
String state = Environment.getExternalStorageState();
if (Environment.MEDIA_MOUNTED.equals(state) ||
Environment. MEDIA_ MOUNTED_READ_ONLY.equals(state)) {

return true;

}

return false;

}
3. [3&#]] NAREHZEHR , AEEITBREXEGRGARIS VA, MAER

FileProvider,

1E5 :
<l-- AndroidManifest.xml -->
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N XHEHIER

<manifest>

<application>

<provider
android:name="android.support.v4.content.FileProvider"
android:authorities="com.example.fileprovider"
android:exported="false"
android:grantUriPermissions="true">
<meta-data
android:name="android.support.FILE_ PROVIDER_PATHS"
android:resource="@xml/provider_paths" />

</provider>

</application>
</manifest>
<!-- res/xml/provider_paths.xml -->
<paths>
<files-path path="album/" name="myimages" />
</paths>
void getAlbumimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumlimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
Uri imageUri = FileProvider.getUriForFile(
this,
"com.example.provider",
image);

getAlbumimagelntent.putExtra(MediaStore. EXTRA_OUTPUT, imageUri);
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4.

startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);

}
45 :

void getAlbumimage(String imagePath) {
File image = new File(imagePath);
Intent getAlbumimagelntent = new Intent(MediaStore. ACTION_IMAGE_CAPTURE);
I ANEASH] file://f URI 733X W T, AR EABR T Intent
getAlbumimagelntent.putExtra(MediaStore. EXTRA_OUTPUT, Uri.fromFile(image));

startActivityForResult(takePhotolntent, REQUEST_GET_ALBUMIMAGE);

}

[#:7%] SharedPreference 1 REEFERBEREIEEY (int, boolean, String & ),
SZEUERBIENFERNXS. SURESHMS N FE.

IEB
public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");

editor.putString("nick", "bar");

IANESE IR ARSI BIRL B String 774

editor.apply();

[ #:75 ] SharedPreference R X #iERS , RE(EF Editor#apply() , M3k
Editor#fcommit(), —fgEift , (NREFTEWERER | FHELEREUR(FY , 4
3 Editor#commit(),

A8

SharedPreference HBXIEXUER apply FiAFITIRRSLEANRFT , AEERLEEAN
W2 commit FiAREIES NHEE, NERINER/ERNE apply AUERESMLTF commit ,
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apply R ERENATENEE. BRNRHENZIREFHERIFIVER | FHELL
BRI ELABIRIE | R=45EF commit,

1EA

public void updateSettingsAsync() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");
editor.apply();

}
public void updateSettings() {

SharedPreferences mySharedPreferences = getSharedPreferences("settings",
Activity. MODE_PRIVATE);

SharedPreferences.Editor editor = mySharedPreferences.edit();
editor.putString("id", "foo");
if (leditor.commit()) {

Log.e(LOG_TAG, "Failed to commit setting changes");

}
45

editor.putLong("key_name", "long value");

editor.commit();

VEs% .

https://developer.android.com/reference/android/content/SharedPreferences.Edit
or.html#apply()

6. [52/F] HuERE Cursor IR(ERTRXA , LABAFIHRE.
1iBA :

Cursor 23IEUEFEIREREEEN—1K , SEINERER/NT , BRATEAR
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ZRn., BRIAZRERK  KNIESRFESHNEEREEX  FEAAET
BR{ESERIeFohXF Cursor,
HUERE Cursor 7ERIE N EART , TJeE AR EE | TICIEFEBIERER , ¥R
Ex/EMfR Cursor IEfRXT) , LLBRATRER. BT, Q18R Cursor NERIAZED
ZEERS | IFAFEEBTRIBRERL.
1EA
public void handlePhotos(SQLiteDatabase db, String userld) {

Cursor cursor;

try {

cursor = db.query(TUserPhoto, new String[] { "userld", "content" }, "userld=?", new
String[] { userld }, null, null, null);

while (cursor.moveToNext()) {
// TODO
}
} catch (Exception e) {
/I TODO
}finally {
if (cursor != null) {

cursor.close();

}
45

public void handlePhotos(SQLiteDatabase db, String userld) {

Cursor cursor = db.query(TUserPhoto, new String[] { "userld", "content" }, "userld=?", new
String[] { userld }, null, null, null);

while (cursor.moveToNext()) {

// TODO
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Il ANREFUT: cursor AN
}
7. [GEH] ZSEEEESASURER , FEMFERES  LRHIED R,
WihA
Android B9iE)iZ SQLiteOpenHelper 3XENEUERE SQLiteDatabase 25 Helper &
BEFCLTFRY SQLiteDatabase SLH B2 App FRZ{EFE SQLiteOpenHelper
B FIRHRREIEEEEE—, BT SQLite BESEEUEERS , B EUBERE

BRFLELLM ( REERRB ), transaction BRfI—XBEFIR(E , BlttibFE=LEH
AREREREZ 2.

ERTIFZSNEEEERE  FEIZSEIEENEE SSEHEERE | I
FIEECHBUE.

IEf
public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("userld", userld);
cv.put("content", content);
db.beginTransaction();
try {
db.insert(TUserPhoto, null, cv);
Il FebdE
db.setTransactionSuccessful();
} catch (Exception e) {
/I TODO
} finally {

db.endTransaction();

=45
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public void insertUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("userld", userld);
cv.put("content", content);

db.insert(TUserPhoto, null, cv);

}
rEs® .

1) https://nfrolov.wordpress.com/2014/08/16/android-sqlitedatabase-locking-and
-multi-threading/

2) https://developer.android.com/reference/android/database/sqlite/SQLiteData
base.html#beginTransaction())

3) hitps://www.androiddesignpatterns.com/2012/05/correctly-managing-your-sql
ite-database.html

4) https://www.jianshu.com/p/57eb08fe071d

[#:77 ] REURENEURERERT | iS(ERSESEEMEBIES /0 ERAIE |, (RIEHR
1TEE.

IEfI
public void insertBulk(SQLiteDatabase db, ArrayList<UserInfo> users) {
db.beginTransaction();
try {
for (inti = 0;i < users.size; i++) {
ContentValues cv = new ContentValues();
cv.put("userld”, users]i].userld);
cv.put("content", usersli].content);
db.insert(TUserPhoto, null, cv);
}
Il At e
db.setTransactionSuccessful();

} catch (Exception e) {
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// TODO
} finally {

db.endTransaction();

}

9. [&#] $1T SQL iEGAT , MifsEF SQLiteDatabasetinsert(). update(). delete() ,
AE(FH SQLiteDatabase#execSQL() , LA SQL jFENXIEE,

IEBI

public int updateUserPhoto(SQLiteDatabase db, String userld, String content) {
ContentValues cv = new ContentValues();
cv.put("content", content);
String[] args = {String.valueOf(userld)};

return db.update(TUserPhoto, cv, "userld=?", args);
}
=5
public void updateUserPhoto(SQLiteDatabase db, String userld, String content) {

String sqlStmt = String.format("UPDATE %s SET content=%s WHERE userld=%s",
TUserPhoto, userld, content);

Il ER R TR, NEEEPITTAERE R SQL i)
db.execSQL(sqlStmt);
}

10. [3&/]] a05R ContentProvider EIRAVEIEFMEE SQL FUEEF , NiZERIEAT
EEAIMNIEUREEHIERRIS SQL g4 , aJFER—MNETE ? (EATEiRs
FHENERF IR — N RIHAEERESEEEE | SE% SQLEA.
1EHI -

Il A —A T B S

String mSelectionClause = "var = ?";

String[] selectionArgs = {""};
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selectionArgs[0] = mUserlnput;

45 :
1 BEEF P A5 44

String mSelectionClause = "var =" + mUserlnput;
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1. Bitmap. Drawable S&hHE|

1. [52H] INEKE REE—RIEINBESKE R | MxERLEAZTHIT. BRI
&, WRE 10 84 , LK CPU ZEHR(E , RAJEES BRI,

1E5 :

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

I TEJG B HEATE A RS
@Override
protected Bitmap dolnBackground(Integer... params) {
final Bitmap bitmap = BitmapFactory.decodeFile("some path");

return bitmap;

}

=51

Button btnLoadlmage = (Button) findViewByld(R.id.btn);

btnLoadlmage.setOnClickListener(new OnClickListener(){
public void onClick(View v) {

Bitmap bitmap = BitmapFactory.decodeFile("some path");

N;

2. [5&#]] 7£ ListView , ViewPager , RecyclerView , GirdView ZZB{4h{ERE HAT ,
MNMIFEI FBVER | BRGESEERSHAFME | tRAESCIZER |, 5l
MR, IV {EFR Fresco ( https:/github.com/facebook/fresco ). Glide

( https://github.com/bumptech/glide ) & HZE.

1EA
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BIENEAZR S LruCache &7 , &% .

https://developer.android.com/topic/performance/graphics/cache-bitmap.html

private LruCache<String, Bitmap> mMemoryCache;
@0Override

protected void onCreate(Bundle savedinstanceState) {

11 FRECAT HAF B i RARL, 5 R A8 X MEDKE L OutOfMemory 5% . LruCache i
P15 PRE L ARAFE, LA KB S H

final int maxMemory = (int) (Runtime.getRuntime().maxMemory() / 1024);
I BT IR 1/8 1 A7 25 1]
final int cacheSize = maxMemory / 8;
mMemoryCache = new LruCache<String, Bitmap>(cacheSize) {
@0Override
protected int sizeOf(String key, Bitmap bitmap) {

return bitmap.getByteCount() / 1024;

}
public void addBitmapToMemoryCache(String key, Bitmap bitmap) {

if (getBitmapFromMemCache(key) == null) {

mMemoryCache.put(key, bitmap);

}
public Bitmap getBitmapFromMemCache(String key) {

return mMemoryCache.get(key);
}
public void loadBitmap(int resld, ImageView imageView) {

final String imageKey = String.valueOf(resld);
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final Bitmap bitmap = getBitmapFromMemCache(imageKey);
if (bitmap != null) {

mimageView.setimageBitmap(bitmap);

}else {

mlmageView.setimageResource(R.drawable.image_placeholder);

BitmapWorkerTask task = new BitmapWorkerTask(mlmageView);

task.execute(resld);

}

class BitmapWorkerTask extends AsyncTask<Integer, Void, Bitmap> {

I TEJG B HEATE A RS
@Override
protected Bitmap dolnBackground(Integer... params) {
final Bitmap bitmap = decodeSampledBitmapFromResource(
getResources(), params[0], 100, 100));

addBitmapToMemoryCache(String.valueOf(params[0]), bitmap);

return bitmap;

}
45

REENE  BREBEERD  ERERFEREGENEANE , SEEFHRR
RE | KREEFEEENFD,

(521 png ElF{EH tinypng BiESSUTRE AE | mOEARA,

[#:75] NRIELRRRR | BB | MAREEETRE. FHERILR/,
BEERTRE , AASEIINE LAWE | BRISFEEAEERIINE.
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IEHI
public static Bitmap decodeSampledBitmapFromResource(Resources res, int resld,
int reqWidth, int reqHeight) {
/I ¥4 industDecodeBounds=true K15 H- g R
final BitmapFactory.Options options = new BitmapFactory.Options();
options.indJustDecodeBounds = true;
BitmapFactory.decodeResource(res, resld, options);
I SRJEARYEIE R r B A e BAT TSPl Z R RV, THE R4
options.inSampleSize = calculatelInSampleSize(options, reqWidth, reqHeight);
I BEEIRAGR, FHARAD
options.industDecodeBounds = false;

return BitmapFactory.decodeResource(res, resld, options);

}

2451

FEEBENRE.,

(52%] EATENER | FOZ&EENE , BRERIIRT.
IEfI

Bitmap bitmap = null;

loadBitmapAsync(new OnResult(result){
bitmap = result;

b

. HiZ bitmap...

I RS, 7E 2.3.3 LU T2 recycle()pi%k, 7E 2.3.3 LA I GC £ HZEHE, BRAEIRY]
AT ZH

if (Build. VERSION.SDK_INT <= 10) {

bitmap.recycle();

}
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bitmap = null;
=15
(EFERE R | IR AR,

6. [{#=Z] HNFRNFEREZE , BINNERRIR  ERFELRTETIRIAE
BEFE. MRATHERMR  JLUEARZIE Ul BERIVEIR T e EEEE
R

7. [38%]] 7 Activity.onPause()a% Activity.onStop()BlIJEH , FFIZ4a1 activity IEEH
1TRIRIZNE],

I
public class MyActivity extends Activity {
ImageView mimageView;
Animation mAnimation;
Button mBtn;
[** B URBIEE activity BHER */
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedinstanceState);
setContentView(R.layout.main);
miImageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUltils.loadAnimation(this, R.anim.anim);
mBtn= (Button)findViewByld(R.id.Button01);
mBtn.setOnClickListener(new View.OnClickListener() {
@Override
public void onClick(View v) {

mlmageView.startAnimation(mAnimation);
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public void onPause() {
AR Y, B B Sl i B Y

mImageView.clearAnimation()

}
45 :
TUHIEHAY , AKX EEXAIEE,

(75 ] EEEERMFSESER |, NiZE ERENZAIMER SR
SSALIR, 5IAN Activity AU onStop()REBEHT , BEEIZREFPENER THIR |
RS EE PN RAMEA T S e AR,

IEHBI
public class MyActivity extends Activity {
private ImageView mimageView;
private Animation mAnimation;
I B AIE activity BFEFH */
@0Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.main);
mimageView = (ImageView)findViewByld(R.id.ImageView01);
mAnimation = AnimationUltils.loadAnimation(this, R.anim.anim);
mAnimation.setAnimationListener(new AnimationListener() {
@Override
public void onAnimationEnd(Animation arg0) {
I — T B R T
if (mimageView != null) {

mlImageView.clearAnimation();
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s

mimageView.startAnimation(mAnimation);

}
2451
HEZEREES , EEERZIREAIFE , SXEE.
9. [#57] &R inBitmap EEFIAANEFZIE , BRESHEEHNTE,
IEf
public static Bitmap decodeSampledBitmapFromFile(String filename,

int reqWidth, int reqHeight, ImageCache cache) {

final BitmapFactory.Options options = new BitmapFactory.Options();

BitmapFactory.decodeFile(filename, options);

/I AERAE Honeycomb BHUBTRA R 4¢hiztT, =il fiiH inBitmap
if (Utils.hasHoneycomb()) {

addInBitmapOptions(options, cache);

return BitmapFactory.decodeFile(filename, options);
}
private static void addInBitmapOptions(BitmapFactory.Options options,
ImageCache cache) {
/l inBitmap HALBERIAS Az, i L5 ik ] Al A8 )7 1]
options.inMutable = true;

if (cache = null) {
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Bitmap inBitmap = cache.getBitmapFromReusableSet(options);
if (inBitmap != null) {

options.inBitmap = inBitmap;

}

10. [#£7=) 5E8 ARGB_565 {{% ARGB_888 , ERNEAMMEMHERFHET |, B
NESE.

i8R -

android.graphics.Bitmap.Config 22 XFE FERENFEEA N ENX -
1) ALPHA_8 {83 8 {i Alpha {i[& ;

2) ARGB_4444 X3 16 {i ARGB {i/[& ;

3) ARGB_8888 {3 32 iz ARGB /& ;

4) RGB_565 {{% 8 {il RGB {i[&,

NEfHEE K FHENABEREZ  BRttHMEER. XEHA=FANE
ARGB_8888 #1 RGB_565 , RGB_565 BEfBEIRIEE R REER AKX AF
BOFFEY , 2L oom BI—Fh755E.

BE—EETE RGB_565 BB FEHEN , MREFASFTEREBEHE |, B4
#ABefER RGB_565,

1EA

Config config = drawableSave.getOpacity() != PixelFormat. OPAQUE ? Config. ARGB_8888 :
Config.RGB_565;

Bitmap bitmap = Bitmap.createBitmap(w, h, config);

=45 -

Bitmap newb = Bitmap.createBitmap(width, height, Config.ARGB_8888);

VEs*
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1) https://www.jianshu.com/p/294b390eb6f7

2) https://www.programcreek.com/java-api-examples/android.graphics.Bitmap.C
onfig

11.[#5= JRER) Bitmap( BitmapDrawable YR /RE(FRLE( ColorDrawable ),

12.

13.

14.

15.

#3568 ( GradientDrawable ), StateSelector ( StateListDrawable ) %5 Shape %5
B R EE.

[#:32] EIREA of Bl iFEIREIS N NE AR ERD of BA |, LIREAD
gif ElFHIKN,

(%] RERFRBFEAEEZIEE apk , JLUERBEXGCETE M, B8
(L2

[#:75 ] IRIEIRE RS | IR EERNE | LISSR— N ERRILRIMERER IR |

[#£7F ) EBEMKET onAnimationEnd [ENERIZRERY , WIENEREIGSEEA BEIR{ER
H , onAnimatonEnd HI gE S A E M B E R H B A ( & *F

https://stackoverflow.com/questions/5474923/onanimationend-is-not-getting-calle
d-onanimationstart-works-fine ) , # i I1 LB AT RIPEk1EIT postDelay # 1

onAnimationEnd,

IEHI
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
new Handler().postDelayed(new Runnable() {
public void run() {
if (v!=null) {

v.clearAnimation();

}

}, anim.getDuration());
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FIEEEE Android FF&FA

16.

v.startAnimation(anim);
[#E75 ] = View Animation $T455RAT , M View.clearAnimation(FERHERZIR.

IEHI
View v = findViewByld(R.id.xxxViewID);
final FadeUpAnimation anim = new FadeUpAnimation(v);
anim.setinterpolator(new Acceleratelnterpolator());
anim.setDuration(1000);
anim.setFillAfter(true);
anim.setAnimationListener(new AnimationListener() {
@0Override
public void onAnimationEnd(Animation arg0) {
I — T B IR BRI T
if (v !=null) {

v.clearAnimation();

H;

v.startAnimation(anim);
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[5&%] {sEF Pendingintent BJ , ZZ1E{FA=S intent , [EIAYZELE{EREEL Intent

1.

WeBA :

1)

58 Pendingintent B , (FTF Intent & SECEEBFEEHER Intent BIA
B, ZIHFER—Z Intent £Mi& Pendingintent ,#4i& Pendingintent Y Intent
—EEIZE ComponentName & action,

Pendingintent BJLALEEE APP a5 R21z1TE S APP 5, Pendinglntent
AYintent BEWG TE(ERZ intent BT 51X 5 BEREAIINER . 7Z£8EMA Pendingintent
A , Pendingintent PEIZERY intent ANEREFZTNAY Intent , R BRI | S

= A==
=] I%‘;ﬁf‘t% o

1E5 :

Intent intent = new Intent(this, SomeActivity.class);

Pendinglntent pendingintent = Pendinglntent.getActivity(this, 1, intent, Pendingintent.FLAG _
UPDATE_CURRENT);

try {

pendinglIntent.send();

} catch (Pendinglntent.CanceledException e) {

}

e.printStackTrace();

[ 1

Bundle addAccountOptions = new Bundle();

mPendingintent = PendingTntent.getBroadcast(this, 0, new Intent, 0);

addAccountOptions.putParcelable(KEY_CALLER_IDENTITY, mPendinglntent);

addAccountOptions.putBoolean(EXTRA_HAS_MULTIPLE_USERS,
Utils.hasMultipleUsers(this));

AccountManager.get(this).addAccount(

accountType,
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null,

null,
addAccountOptions,
null,

mCallback,

null);

=5 2 :

mPendingintent 281 new Intent(fiEREIA Intent Y , FTLAA T Intent , XA
Pendinglntent 52£&#5i&@id AccountManager.addAccount J535{&i344 7L APP 52
H.

Intent intent = new Intent("com.test.test.pushservice.action.METHOD");

intent.addFlags(32);

intent.putExtra("app",

Pendinglntent.getBroadcast(this, 0, intent, 0));

U0 _E/XHS Pendinglntent.getBroadcast Pendingltent FELEAY Intent PR intent ,
ELtt = Pendingintent & HATEY JA&IXRY intent fR O] SEMRIRIRER E H11F S5 intent
AR,

TEs% .

1) https://developer.android.com/reference/android/app/Pendinglntent.html

2) https://wiki.sei.cmu.edu/confluence/display/android/DRD21-J.+Always+pass+
explicit+intents+to+a+Pendingintent

3) http://www.droidsec.cn/android-broadcastanywhere%E6%BC%8F %E6%B4
Y% 9E%ES%88%86%E6%9E %90/

. [EH]] ZILFREEVRICKESENIEZE IvParameterSpec , $2IY IV BIBENLS
= W =N

¢8R :

FEREERARE  SREBXAYTTIIMSEE5E a2 8FHA{E. iv

AHERFERATEENME— block , LMFEREEMMNZXT4HESR ( BISHH
FRER T ), EERNEREENENE , BRILZI iv AEEERE. Bt iviEd
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J\.

=E

BENS A ER—MToEE. BRI,
1Ef

byte[] rand = new byte[16];

SecureRandom r = new SecureRandom();

r.nextBytes(rand);

IvParameterSpec iv = new IvParameterSpec(rand);

545 :

IvParameterSpec iv_ = new IvParameterSpec("1234567890".getBytes());

System.out.printin(iv_.getIV());

[32%!] % android:allowbackup [E4i& &S false , BhLE adb backup SHEHE.
78R -

£ AndroidManifest.xml MA&F AT HENEFREENZOFKETE Android API
level 8 LAFSIEI0Y android:allowBackup EBIHE. EIAER FIXNEHHEN true, il
24 allowBackup #Rr&EA true B ,BIRTEIT adb backup 1 adb restore K& D F0MK
S FEfEFEUE.

1Ef
<application
android:allowBackup="false"
android:largeHeap="true"
android:icon="@drawable/test_launcher"
android:label="@string/app_name"
android:theme="@style/AppTheme" >
(52%F] 7ESCIAY HostnameVerifier £ | FTFE(ER verify BREGIGARSSBEMN
BHEEYE | BUSSECEERERFAFEANGST EH 30,
1588A
HEFHE , SR URL BENBFRSH|/OVFRENZARLE , NILIEHEETLA
[EIELE ORISR R R B NIZ S ITIERE, REFAZIAES | BOA
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EIEEE  ETeXiE.
545 :

HostnameVerifier hnv = new HostnameVerifier() {
@0Override
public boolean verify(String hostname, SSLSession session) {
Il SR true, HESZAT IR RS
return true;
}
%
HttpsURLConnection.setDefaultHostnameVerifier(hnv);
IEHI
HostnameVerifier hnv = new HostnameVerifier() {
@0Override
public boolean verify(String hostname, SSLSession session) {
17151
if("yourhostname".equals(hostname) )
return true;
}else {
HostnameVerifier hv =
HttpsURLConnection.getDefaultHostnameVerifier();

return hv.verify(hostname, session);

}

|

[5&%] FIFE X509TrustManager 259 checkServerTrusted FREEEEIRSS 28R
IEPHIEEM.

A -

-57-



AN o=

TESEHRY X509 TrustManager FERPARIIIRSFS IRANERMIRYK , XFESSHARE
ERSERSIUEBBEEHH,

=5
TrustManager tm = new X509TrustManager() {

public void checkClientTrusted(X509Certificate[] chain, String authType)
throws CertificateException {
/ldo nothing, #2324 E% FumiE1s
}
public void checkServerTrusted(X509Certificate[] chain, String authType)
throws CertificateException {
/ldo nothing, $Z3ZAT 55 vl 43
}
public X509Certificate[] getAcceptedissuers() {

return null;

|3

sslContext.init(null, new TrustManager(] { tm }, null);

6. [52%]] META-INF BRPABEE S apk,.odex, so FERSY | iZHHKRBE
TER , BEWESER,

7. [5&#] Receiver/Provider AREEZTRIRIEFHIRIIEIR T |, #& android:export 1RE
73 true,

8. [&%] HIEFMEME Sqlite FERERFHEFEXIEIEHITINE | BNHKAIRHESH

1THEE.
9. [3&#] PHLE webview j&1T file:schema AT iEIRJ A HEEUREIE.

10. [3&8%]] AETBBRYSE | REEEARNA[ER LocalBroadcast , BEAAIRIRNF
WE , 8¢ setPackage PR,

1. [324]] FEICERYSEFTENR log .
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12.

13.

14.

A -

£ APP W REREF , ATHERER  BESMH log FREGEE—LXBREE
B, XUEEHTEESEAHBNE  IHTHRE. BEXMNAREENSE , Xait
WHEEENNSZ TR APP RASPE A {FERRINTE  EEEEIREEIEMNEREN
RAESH

=45

String username = "log_leak";

String password = "log_leak_pwd";

Log.d("MY_APP", "usesname" + username);

Log.d("MY_APP", "password" + password, new Throwable());

Log.v("MY_APP", "send message to server");

VA E{CRE6ER Log.d Log.v FTENFERFAIHITIZFZM username FHEIHER , HER

BXA , WEERLAERM Logeat PEEEUXEBURMER. ATLATE - mAY% R4
KAEED  FERHSRER.

[EF] X FARSMERNAY | BgREHEY" android:exported /@M false,
WiER

Android NFRfEF3 Intent HHITEEMZEMEEETE , AIRMFATERERA getintent() ,
getAction() , Intent.getXXXExtra()SREXEIZ=EE. FHEIE B AENEHRITH
wiBiR | MAMAKE Crash , MAARAER ( MEELEIRS ). TENARETH
REBNAKELETHE. REEERATENTEN R E AR IRSS.

[384%]] RIFARIFER android:debuggable BIHHIZE A false,
[32%]] {£F Intent Scheme URL FEMuTIE,
eBA :

NN ETEESFF Intent Scheme Uri IEi% | SNSRITIEAS | BBAEE AR REEEN
UEE js BT —WEETH , HLIEE cookie &, WNREAT Intent.parseUri
B, K intent % M T E , intet E LG E
addCategory(“android.intent.category. BROWSABLE”) , setComponent(null) ,
setSelector(null)3 MNRAS,
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IEHI

Il ¥ intent scheme URL #4404 intent X142

Intent intent = Intent.parseUri(uri);

Il 2511 %4A BROWSABLE category B T i3 36 activity
intent.addCategory("android.intent.category. BROWSABLE");
intent.setComponent(null);

intent.setSelector(null);

/I 1§ intent Jii ) activity

context.startActivitylfNeeded(intent, -1)

=45

Intent intent = Intent.parseUri(uri.toString().trim().substring(15), 0);
intent.addCategory("android.intent.category. BROWSABLE");

context.startActivity(intent);

TRZ% .

1) https://jag.alibaba.com/community/art/show?articleid=265

2) https://www.mbsd.jp/Whitepaper/IntentScheme.pdf

. (3% ] BRNZFEeEE ST TR ERTINMEaE | @RS EN S,
WiBA :

R FRRERFENNAREERT |, EFREmASERRFTRIER  NEE B REFEEEREA
IR ZMRE APP BSEUE.

. [GEH] BRSNS ETE apk WER , S AFABERT |, IR
WIRERIERT NSRS I EE T R E M B SRIBE R (ELAD sdeard) , EIXIA
A{SRINNERE TR MRIeiNIE R BRAE | LURIEARGEEISIEN.

. [5&%] BRIE min API level >=17 , 15 F & addJavascriptinterface BY{sEFE.
15488

API level>=17 , 50iF js #IARBRIREWALA@Javascriptinterface I T E/E , EltL
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18.

19.

20.

21

AZZ0W ; I3F APl level < 17 , REAE(HHH addJavascriptinterface , W1R—E
ZH, B4

1) {EFE https 1YINEL URL |, (EREREKEE , BHLEARINNEREXIESD ;
2) XIN0EC URL MBREBEIE. TEMUREENRILBARREHEER ;

3) WNERMNEAM: html, f1Ze HTML RETE APK &, LANIS HTML TUE#H{T5EE
MRS

[3&%1] {55/ Android §9 AES/DES/DESede INZELERT , AE(FEAEBARIINZET
ECB , i RR~gxE{#F CBC g CFB fIIZ1&E,

WA :

J0Z#&Ez{ ECB. CBC. CFB, OFB % , Hrh ECB &L £#35 , SfEERANENX
EABRNHE=EERENSEY , ZB8RFHIE , #iER CBC 8 CFB &1,

1) ECB : Electronic codebook , EBFZiEAET,

2) CBC : Cipher-block chaining , i8> 5% ET
3) CFB : Cipher feedback , Z IRtRT,

4) OFB : Output feedback , i RIBER,

(52 ] AE(EF loopback KBEHIHMESE.

[#7F] SNTFAFE[ER File HXAINA , £ File Y, EXiIRE webView.
getSettings().setAllowFileAccess(false) , XJFHBE(FERT File MYAIN A , ZELE File
1A RS JavaScript 28 & webView.getSettings().setJavaScriptEnabled(false),

[52% JAndroid APP 7£ HTTPS &5 JIESRIRTEEXN ™81, %88 :Android

APP 7£ HTTPS i&(= , {8F8 ALLOW_ALL_HOSTNAME_VERIFIER %Ej——ﬁ:iﬁn
FRBRY HOST 37 SSL B(5 , XFAFEAKGEIINEG  &ZSEEREER
SR | UNREMA RIS,

=51
SSLSocketFactory sf = new MySSLSocketFactory(trustStore);

sf.setHostnameVerifier(SSLSocketFactory. ALLOW_ALL_HOSTNAME_VERIFIER);
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22.

23.

ALLOW_ALL_HOSTNAME_VERIFIER %7 host 33IF , S8FFIRTER host 37
SSL #&fS , BROWSER_COMPATIBLE_HOSTNAME_VERIFIER FOiXISSS83E25AY
IOUFEERS , BDBRCIFREICEC T A8 , STRICT_HOSTNAME_VERIFIER =
FEILELHRT , hostname WJRAPLECSE—N CN & E{EA— subject-alts , LA_EFIF
$5FB 7 ALLOW_ALL_HOSTNAME_VERIFIER , EEXH, STRICT_HOSTNAME_
VERIFIER,

(#7F] Android5.0 IAEREMBEREEHNMAMIZER window.setFlag
(LayoutParam.FLAG_SECURE) Z|FFR,

[#£75 ] zip PAEEINICIT. /. ffile IXIFRIERIZ | ATREMEN B REN | EBE. 17
A . 5 zip EREPATERE". "NFME  KEEYLRIBESA". R ER N
zip XHEFHINE | ANHELFERHMSIHITES | WRBEREAIXUGE so,
dex B(& odex M4 , HiEA RGN ERNZEERE,

1B

XIERZHATHINT , T EHEHEE.

X ER Zip AR R ST B 2 2R, Begna it A AT &

String entryName = entry.getName();

if (entryName.contains(".."){

throw new Exception("unsecurity zipfile!");

}
45

BufferedOutputStream dest = null;

try {

ZiplnputStream zis = new ZiplnputStream(new BufferedInputStream(new
FilelnputStream ("/Users/yunmogong/Documents/test/test.zip")));

ZipEntry entry;

while ((entry = zis.getNextEntry()) != null){
int count;
byte data[] = new byte[BUFFER];
String entryName = entry.getName();
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24.

25

26.

FileOutputStream fos = new FileOutputStream(entryName);

//System.out.printin("Extracting:" + entry);

dest = new BufferedOutputStream(fos, BUFFER);

while ((count=zis.read(data,0,BUFFER)) != -1){
dest.write(data, 0, count);

}
dest.flush();

}
} catch (IOException e) {

e.printStackTrace();

} finally {

try {

dest.close();
} catch (IOException e) {

e.printStackTrace();

}

NERRS IRENHRBRRH T BRI TRE  RKEPES. /FFH
MIE B RIBHIEE , —BEEFEAREER TEHNYE , BRSHFELE
BRI T,

[32Hl] FFEAY activity/service/receiver EFEIHMENRY intent IS IEMRLE.

[HEF] IIEBRE : RAAZEM Hash BEIA(MDS/SHA-1)INEER | TFEMIRAR
ROXBS | 3RIN(FERE SHA-256 SR ESM Hash &%,

[#£7=] Android WebView H{4 0 M TUA EUEHIAUEEIRT, SREEAARI R 5 A
handler.cancel() , {=1ENNZkRRATAE,

i -

Android WebView B4 INELRITR A SEIERBIAIEEIRAT , 218 WebViewClient 249
onReceivedSsIError /55% , {NRi% 5 ASLIARA T handler.proceed()3RZRRIZIE
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Hix , WESZEFBEABGGORED , CTaESESFAMEE.
545 :

mWebView.getSettings().setJavaScriptEnabled(true);

mWebView.addJavascriptinterface(new JsBridge(mContext), JS OBJECT);
mWebView.loadUrl("http://www.example.org/tests/addjsif/");

mWebView.setWebViewClient(new WebViewClient() {

@0Override
public void onReceivedSsIError(WebView view, SslErrorHandler handler, SslError
error) {
handler.proceed(); // W& SSL iE 545 1%
}
b;

27. [H#77 | EEG@EmSFHE ARG EEHRYS SRR BRI socket SLI
{EARREE IR BRI DAY TUEH.
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FTEEEE Android FFAFAR

Ju. Hitt

1.

2.

[GEF] AE@ET Msg (B2 KNSR , SR AFE-,
(52 ] A8EfEF3 System.out.printin $TED log,
1E5) :

Log.d(TAG, "Some Android Debug info ...");

=45

System.out.printin("System out printin ...");

(521 Log Y tag FBER" "

15288

A& tag BEFRHRIRBHAIREN , BAFTEREES.
IEAY

private static String TAG = "LoginActivity";

Log.e(TAG, "Login failed!");

45

Log.e(", "Login failed!");
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[FIEEE Android FIAME] INIEZINEL L2k , RS FMFFALNERIZE
BEE , FEERIABIAIEIES,

INIEEIR © https://edu.aliyun.com/certification/cldt04
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